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County of Summit Office of Consumer Affairs Wants Consumers 

to Keep Valentine’s Day Full of Romance Not Regret  
 

Although love may be blind, scam artists are not! This Valentine’s Day, be cautious with the 
Internet, gift giving and your heart. “With so much business and communication done over the 
Internet, cyber-scammers see Valentine’s Day as another opportunity to break your bank and your 
heart,” warns Cynthia Sich, Director of the Office of Consumer Affairs. “This year the office is offering 
tips so that consumers can stay one step ahead of the many scams out there.” 
 

This Valentine’s Day consumers will find their inboxes filled with eCards. But, be cautious 
when opening an eCard from someone you do not know as it may really be a phishing scheme 
designed to infect your computer or obtain your personal information. Often the email will tell you that 
you need to install the proper program to view a card. Instead, you will be guided to a website 
mimicking that of a greeting card company, where you will actually be installing spyware or software 
that would allow the scammer to monitor your computer activity, including your finances.  Make sure 
to keep your computer’s antivirus and security software updated.  
 

Beware also of emails that claim the flowers you ordered for your sweetie will not be delivered 
unless you log in and re-enter your credit card number. Even if you think the message is real, first call 
the florist or go directly to the florist’s website. Whatever you do, do not respond to the email!  You 
can forward spam emails to the Federal Trade Commission at spam@uce.gov and for more 
information on email scam alerts visit the Internet Crime Center at www.ic3.gov/. 
 

Another problem can occur when ordering a Valentine gift or any item over the Internet. Be 
careful of pop ups asking if you want to save money on your order.  Hidden in that pop-up is fine print 
that tells you that in exchange for the discount, you have agreed to join a fee-based membership 
program.  Recurring small charges will then begin to appear on your credit card or bank account from 
unfamiliar companies.  Because the dollar amount is low, many times these charges may go 
unnoticed for some time.  If you experience unauthorized charges, please contact the Office of 
Consumer Affairs at 330.643.2879 to file a complaint.  
 

Lastly, we have those scams targeting singles that use online 
dating websites to find true love.  Con artists will often create fake profiles 
designed to match a certain kind of person whom they think will fall for 
their ploy. If you happen to be chosen by a scammer, at first it will seem 
that this new person you met online is perfect for you. As the relationship 
continues, the criminal slowly builds your trust so that you will not suspect 
them when they start to bilk you out of your money.  Often, the first grab at your finances will come 
when it is time to meet.  Your true love will not have enough money to make the trip and you will be 
asked to wire funds for travel arrangements. Another twist is that he or she becomes sick or has a 
relative or child that needs emergency medical attention. This may work because the money is 
needed quickly and you do not have time to think.  Protect yourself by taking time in getting to know 
someone. Do not offer too much information quickly and use extreme caution before sending money. 
Be wary of free dating sites as they may offer less monitoring and protection than those that charge a 
fee.  

 
 

For more information on this or other types of consumer issues, please contact the Office of Consumer Affairs  
  at 330-643-2879, or visit our website at www.co.summit.oh.us/conaffairs.htm.   
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